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The Evolving Cyber Threat Landscape

* Increase in frequency and severity

of unauthorized remote access attacks

* Many of these attacks are malware-free and target internet-
exposed devices with vulnerabilities

* Groups associated with foreign states have
disrupted services at US water and
wastewater utilities, resulting in operational
impacts

e Cyberattacks have evolved from largely IT-
based ransomware to OT-focused attacks
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Kansas Water Facility Switches to Manual Operations
Following Cyherattack

ssibly involved ir

Arkansas City, a small city in Kansas, says its water treatment facility was forced to
switch to manual operations while a cybersecurity incident is being resolved.

The incident, described by local media as a cyberattack, was discovered on the morning
of September 22 and led to precautionary measures being taken “to ensure plant

operations remained secure’, the city announced in an incident notice.

According to city manager Randy Frazer, the water supply has not been affected and

the incident has not caused disruption to service.

ansas City's water treatment facility.
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Palo Alto Networks Confirms
Exploitation of Firewall
Vulnerability

How Russian Hackers Are
Exploiting Signal ‘Linked
Devices' Feature for Real-Time
Spying

DeepSeek Exposes Major
Cybersecurity Blind Spot

How Hackers Manipulate
Agentic Al With Prompt
Engineering

Chrome 133, Firefox 135

Updates Patch High-Severity
Vulnerabilities

Finastra Starts Notifying Peaple
Impacted by Recent Data
Breach

Free Diagram Tool Aids
Management of Complex
ICS/0T Cybersecurity Decisions

VCFirm Insight Partners
Hacked
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Reported Cyberattacks & Impacts (Water/Wastewater)

* EPA is aware of reported cyberattacks impacting water and wastewater
systems nationwide

* Reported operational disruptions include loss of communications with
remote sites

» Affected remote assets may include:

* wells

* pump stations
* [ift stations

* water towers

* Unidentified threat actors are exploiting internet-exposed, minimally
secured equipment (PLCs)
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Common Water-System Configuration Example

Central Office (Water System Operations Center) ( Key Components ]
SCADA Workstation

SCADA Server

- PLC (at each remote site)

SCADA System SCADA Server(s)

(Monitoring & Control) (Data Historian, Database, etc.)
Cellular Router (at each remote site)

Cellular Connection

Local Network (Ethernet)

Cellular Network
(Verizon / ATAT / T-Mobile, etc.)
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Cellular Router
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(Controls pumps, pressure, etc) (Controls process, levels, etc)
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(Controls pumps, levels, etc)
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(Controls well pump, levels, etc.)
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Key Mitigations & Actions
ET T —

* Recommended Mitigations weghrabiter—
* Remove publicly exposed PLCs from the internet as soon as
possible

Malic
fo

ichous Cyber Actors Targeting Water and Wastewoter Sector Internet-
cing Pro

grammaoble Logic Controflers, Cousing Operational Disruptions

* Enable password protection, change default passwords, and
use complex passwords.

* Place physical and software key switches into the run position
 Strictly control network access to PLC devices

* Practice and maintain the ability to operate OT systems
manually

* Review project files running on PLCs s
* Plan for end-of-life (EOL) replacements

* Report suspected activity
* FBlic3.gov e
* CISA contact@cisa.dhs.gov I

 EPA OWERC-IncidentResponseTeam@epa.gov

Joint FBI & EPA Advisory
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ic3.gov
mailto:contact@cisa.dhs.gov
mailto:OWERC-IncidentResponseTeam@epa.gov
mailto:OWERC-IncidentResponseTeam@epa.gov
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https://www.fbi.gov/investigate/cyber/alerts/2026/malicious-cyber-actors-targeting-water-and-wastewater-sector-internet--facing-programmable-logic-controllers-causing-operational-disruptions

Cyber Alerts & Advisories

F-(-;\“ Amenv s v Crder Dafonsa Agwacy o
<
* CISA

- . -e

e Alert: CISA Urges Water and Wastewater Systems
Sector to Protect OT Against Activity Targeting PLCs
* Advisory: AA26-097A

* Co-sealed by EPA, CISA, FBI, NSA, DOE, U.S. CYBERCOM, and
Treasury

* FBI

e Alert: Malicious Cyber Actors Targeting Water and
Wastewater Sector Internet- Facing Programmable
Logic Controllers, Causing Operational Disruptions

e Co-sealed by EPA and FBI

* NSA

* Advisory: Defending Against an Active Threat to
Siemens S7 Series PLCs

* Co-sealed by CISA, NSA, FBI, DOE, and EPA

CISA Alert
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Internet-Exposed HMIs Pose Cybersecurity Risks to
Water and Wastewater Systems

« EPA and CISA often identify internet-exposed Human
Machine Interfaces (HMIs) through scanning via publicly
available web-based search platforms.

« In the absence of cybersecurity controls, unauthorized users

can exploit HMIs to:

* View the contents of the HMI

« Make unauthorized changes and potentially disrupt the facility's water and/or wastewater treatment
process
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Examples of Exposed HMIs

» Sensor OK
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December 2024 — Internet-Exposed HMIs Pose Cybersecurity
Risks to Water and Wastewater Systems

TLP:CLEAR

. Internet-Exposed_HMls
Best Practices (Quick Wins) to Reduce Your Exposure O FE o

Wastewater Systems

1. Conduct an inventory of all internet-exposed devices.
Overview
2. If possible, disconnect HMIs and all other accessible systems from the I st e Gty e ety o 4

often identify internet-exposed Human Machine InleﬂathMls] through scanning via publicly available
: latforms. HMIs enable operational technology (OT) owners and operators to read

Acqui [scm J systems connected to programmable logic controllers.

public internet. If this is not possible due to operational requirements, w k. e o A W

Wastewater Systems to:
= View the contents of the HMI (including the graphical user interface, distribution system maps, event

secure the HMI by using a strong password and ensure factory default e et ettt
passwords are never used.
3. Logremote logins to HMIs; be aware of failed attempts and unusual

Activity.)

.
tlr'les EPAand CISA are releasing this fctsneett o provide Wat dWs( r Systems with recommendations
L net and se cunng

for limiting the exposure of HMIs on the inten again et et cyber activity.

Mitigations

4. Implement your vendor’s recommendations for best securing your
prOd UCt. - Is and all other accessible and unprotected systems from the publicacing

5. Keep all systems and software up to date with patches and necessary L s e e e
security updates. T *ﬁ“?’iﬂ“fﬁ”m@mm

6. Implement multifactor authentication (MFA) for all access to the HMI RS
and OT network.

harden remote access to HMIs. Organizations may need to consult with their system integrators and request
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EPA’s Cybersecurity Assessment Resources and Technical
Assistance
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EPA Guidance on Improving Cybersecurity at Drinking Water

and Wastewater Systems

* Assists owners and operators of drinking
water and wastewater systems with
assessing gaps in their current practices
and identify actions that may reduce the
risk from cyberattacks.

EPA Guidance on Improving Cybs
Drinking Water and Wastewate|

e Can be used to comply with RRA and ERP
Requirements under SDWA Section 1433.

* Includes information on cybersecurity
training, assessments, EPA’s cybersecurity
checklist and priority cybersecurity
practices, technical assistance, and more.

Link:

F o | United States
\_ EA Environmental Protection
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EPA Cybersecurity Checklist for Drinking
Water and Wastewater Systems

ersecurity practices for Water and Wastewater Systems (WWSs) are
denoted with a * after the question.

1. IDENTIFY. Does the WWS...

1.A.  Maintain an updated inventory of all OT and IT network assets?*

Recommendation: Regularly review (no less than quarterly) and maintain a list of all OT
and IT assets with an IP address. This includes third-party and legacy (i.e., older)
equipment.

1.B.  Have a named role/position/title that is responsible for planning, resourcing, and
executing cybersecurity activities within the WWS?*
Recommendation: Identify one role/position/title responsible for cybersecurity within the
WWS. Whoever fills this role/position/title is then in charge of all WWS cybersecurity
activities.

.C.  Have a named role/position/title that is responsible for planning, resourcing, and
executing OT-specific cybersecurity activities?

Recommendation: Identify one role/p 1 ble for ensuring plt
resourcing, and execution of OT-specific cybersecurity activities.

.D.  Provide regular opportunities to strengthen communication and coordination
between OT and IT personnel, including vendors?

ion: Facilitate

between OT and IT personnel to provide
opportunities for all parties to better understand organizational security needs and to
strengthen working relationships.

.E.  Patch or otherwise mitigate known vulnerabilities within the recommended
timeframe?*

Recommendation: Identify and patch vulnerabilities in a risk-informed manner (e.g.,
critical assets first) as quickly as possible.

.F.  This control number is included here to be consistent with the CISA CPG but is not
applicable to most WWSs.

Page A-1

https://www.epa.gov/system/files/documents/2024-08/epa-
guidance-on-improving-cybersecurity-at-drinking-water-and-

Office of Water
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EPA Cybersecurity Checklist Fact Sheets

Protect: Changing Default Passwords

 Fact Sheets are available for each
question on the EPA Checklist and s
include:

« Recommendations

« Overview of why the control is important

METRANS and LonTgur At on puides
AN/ or process that regures changing delaut (tomironty svalabie on he vendors
=g m - v nor o manufackrer pesswords for any wabsita), to whent fy arry cefan
- Additional Guidance o I et
T0 @ e Wourty and syssem sdegty, AT SO SAORAE TemOt 1O logn
WWSS ey ma e 10 feou e that all vendors Waing e Oefaust credentialy and if
wtalla and ¢t raton suncesshl, determire @ the Arinistrater
N Change et wInoul | moacsng
S GReTAtONA In Instances whese
angng oeta passwonss is not
Teanitie, inepieent ard gdocuiment
SPEr O Ete COMPRMUAANE te0u ty
OO And MONIOT logs for retwork
alfic andd logn Mterrpts on thine anely

« Implementation Tips

While changing cofault passwords on &

- Additional Resources | ST g ol ke o

NIST 800-53 (Revision §) Security and My NOL Wiy De Teautie, the WwWs
Privacy Contrels foe Information Systems hould change default oredentialy for sl
rOattve and newty depioyed hrdware o software

and Organdzations: I ovces & ore
Watemk aonrodth Lo develop and mabke

 Estimate for Cost, Impact, and Complexity
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EPA Water Sector Cybersecurity Evaluation Program

Free third-party cybersecurity assessments provided by EPA for Water
ﬁ and Wastewater Systems to evaluate cybersecurity practices at water
and wastewater systems.

V The program uses the EPA Cybersecurity Checklist which is derived from
CISA’s Cross-Sector Cybersecurity Performance Goals (CPGs).

v= Utilities receive an Assessment Report and a Risk Mitigation Plan
v template.

Environmental Protection : :
Agency water-sector-cybersecurity-evaluation-program

\%IEPA United States Link: https://www.epa.gov/waterresilience/forms/epas- Offlce Of Water
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EPA Water Cybersecurity Assessment Tool (WCAT)

» Cybersecurity Self-
Assessment Tool to
evaluate cybersecurity
practices at water and
wastewater systems.

EPA Water Cybersecurity Assessment Tool (WCAT)

EPA Cybersecurity Checklist for Drinking Water and Wastewater Systems

What is the purpose of this checklist assessment?

This assessment tool uses the EPA Cybersecurity Checklist for Drinking Water and Wastewater Systems, The purpose of this checkdist assessment is to

provide a method to evaluate cybersecurity at a water or wastewater system (WWS). When a WWS uses operational technology (UY]‘; , such as an

industrial control system (ICS) A as part of Its equipment or operation, then the adequacy of the cybersecurity of that OT for producing and distributing
. I e I OO Featl I res u safe water should be evaluated. A commonly used OT at a WWS is a Supervisory Control and Data Acquisition (SCADA) system
|
The checklist assessment questions and recommended actions to address the questions are extracted directly from the Cybersecurity and Infrastructure

Agency (CISA) Cross-Sector Cybersecurity Performance Goals, In this checklist assessment, the Cybersecurity Performance Goals are written in a more
e l tssessl I Ie I lt WO rkb OO k simplified question format to facilitate thelr use in evaluating a WWS,

Link to Cybersecurity and Infrastructure Agency (CISA) Cross-Sector Cybersecurity Performance Gools below:

* Assessment Report e

Altemnatives to the cybersecurity evaluation checklist include those from CISA " onist™ ! AWWA'" , 1ISO™, and 1SA/IE (,7

® RiSk Mitig ation Plan How should this checklist assessment be used?

The checklist assessment questions are intended to Identify gaps or potential vulnerabilities in current cybersecurity practices, WWSs are encouraged

\ 1o use the resources and technical assistance described In EPA guidance (link below) to address these gaps and reduce the risk that a cyberattack may '

o 1 United States Link: https://www.epa.gov/system /files /documents/2024-12/epa- Offl ce Of Water
\'-". EPA Environmental Protection water-cybersecurity-assessment-tool-3.1_links.xlsx

Agency
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Cybersecurity Technical Assistance Program for the Water
Sector (Cybersecurity Help Desk)

WaLET UTINTY HISK ASSESSIMent

* EPA provides direct cybersecurity technical Cybersecurity Technical Assistance Program for
assistance for members of the water sector
including utilities, primacy agencies,
technical assistance providers, and more.

* Cybersecurity Subject Matter Experts . |
respond to requests for technical assistance
by phone or email within two business days.

Environmental Protection technical-assistance-water-utilities
Agency

o 1 EPA United States Link: https://www.epa.gov/waterriskassessment/forms/cybersecurity- Office of Water
Y 4
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CISA’s Free Cyber Vulnerability Scanning for Water Utilities

FREE CYBER

* Benefits of this service include: 3 VULNERABILITY
%84 SCANNING FOR

* |dentifying internet-accessible assets. WATER UTILITIES

* ldentifying vulnerabilities in internet-
connected assets.

* Weekly reports on scanning status and
recommended mitigations. A ,
* Ongoing detection and reporting with
continuous scanning for new vulnerabilities.

WATER SECTOR COORDINATING COUNCIL

= N\ (‘: W= @ < waren ©
= NACWA S NEWA

7~ ISAC

OVERVIEW

Email vulnerability@cisa.dhs.gov with the subject line “Requesting
Vulnerability Scanning Services” to request this service.
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Upcoming Cybersecurity Exercises and Technical
Assistance Courses
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Upcoming Cybersecurity Exercises and Technical Assistance
Courses

Cyber 102 — October 7th

Cyber 103 — October 14th

Cyber Refresher — October 21st

WCAT — October 28th

Cyber Procurement — October 29th

Environmental Protection
Agency

exercises-and-technical-assistance-courses

e I PA United States Register Here: https://www.epa.gov/waterresilience/cybersecurity- Offl ce Of Water
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Cybersecurity Tabletop Exercises

Email
WaterCyberTA@epa.gov to
sign up!

Water and

Wastewater TTXs (FY23 -
Present)

B 17X Completed

[ 17X Scheduled
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Cybersecurity Incident Response and Planning Resources
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Drinking Water and Wastewater Systems CIRP
Template
* Assists drinking water and
wastewater systems with R ——

developing a CIRP ?

* Includes Instructions and a
customizable CIRP template

[Water/Wastewater System Name]

Cybersecurity Incident Response Plan

Version [X] —

This document and associated electronic files may contain sensitive ar confidential information

infermation.

g Y EA United States Office of Water
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Fact Sheet: Cyber Insurance for Drinking Water and
Wastewater Systems

Cyber Insurance for Drinking Water and SEPA
Wastewater Systems o o

 Provides an in_depth overview ——
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Water Sector Cybersecurity Program Case Studies

Case Studies highlighting the m

cybersecurity success stories at WATER SECTOR CYBERSECURITY PROGRAM

CASE STUDY: Small Wastewater System

water and wastewater utilities. g A R

OVERVIEW
A mechanics! operatons ot e system Decame sdomated when & new wastewater reatment plant

°
. m a | I O m b came online n 2017 The plant operator had to bafance the welcomed cornvensence of autormation and
; ‘ I I ' e VS e I I l productivity with the new cybersecusity rishs introduced

CYBERSECURITY APPROACH
The utihty developed a cybersecurtty polcy document 10 ensure that vulnerabiihes were considered, and

 Small Wastewater System ——
* Medium Drinking Water System e

* Medium Drinking Water System #?2

e Medium Combined System I W—
e Large Combined System Fmm e
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https://www.epa.gov/system/files/documents/2024-04/water-cybersecurity-case-study-draft-508-041824.pdf
https://www.epa.gov/system/files/documents/2024-04/water-cybersecurity-case-study-draft-508-041824.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-small-wastewater-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-small-wastewater-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-medium-drinking-water-system_508c.pdf
https://www.epa.gov/system/files/documents/2023-09/cybersecurity-program-case-study-medium-drinking-water-system_508c.pdf
https://www.epa.gov/system/files/documents/2024-02/cybersecurity-case-study_-medium-drinking-water-system-2_508c.pdf
https://www.epa.gov/system/files/documents/2024-02/cybersecurity-case-study_-medium-drinking-water-system-2_508c.pdf
https://www.epa.gov/system/files/documents/2023-12/231205-medium-combined_508c.pdf
https://www.epa.gov/system/files/documents/2023-12/231205-medium-combined_508c.pdf
https://www.epa.gov/system/files/documents/2023-10/231010-large-combined-case-study_508c.pdf
https://www.epa.gov/system/files/documents/2023-10/231010-large-combined-case-study_508c.pdf

Sign-up to Receive Important Cybersecurity Alerts

vEPA

Sign-up for EPA Water Sector Sign-up for CISA Become a member of Water

Alerts Alerts ISAC to receive resources,
alerts, and analysis

7 ISAC

g Y EPA United States Office of Water
\__J Environmental Protection
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https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpublic.govdelivery.com%2Faccounts%2FUSEPAOGWDW%2Fsubscriber%2Fnew%3Fqsp%3DUSEPAOGWDW_1&data=05%7C01%7CYeley.Rose%40epa.gov%7Cb6508834b7fc4e98565708dbc989669f%7C88b378b367484867acf976aacbeca6a7%7C0%7C0%7C638325364191048758%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=BN%2Brus34fdshtEbaQeYX8h4Dn%2Fi%2FoK3AzjiF%2FLHr0vI%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpublic.govdelivery.com%2Faccounts%2FUSEPAOGWDW%2Fsubscriber%2Fnew%3Fqsp%3DUSEPAOGWDW_1&data=05%7C01%7CYeley.Rose%40epa.gov%7Cb6508834b7fc4e98565708dbc989669f%7C88b378b367484867acf976aacbeca6a7%7C0%7C0%7C638325364191048758%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=BN%2Brus34fdshtEbaQeYX8h4Dn%2Fi%2FoK3AzjiF%2FLHr0vI%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpublic.govdelivery.com%2Faccounts%2FUSEPAOGWDW%2Fsubscriber%2Fnew%3Fqsp%3DUSEPAOGWDW_1&data=05%7C01%7CYeley.Rose%40epa.gov%7Cb6508834b7fc4e98565708dbc989669f%7C88b378b367484867acf976aacbeca6a7%7C0%7C0%7C638325364191048758%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=BN%2Brus34fdshtEbaQeYX8h4Dn%2Fi%2FoK3AzjiF%2FLHr0vI%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpublic.govdelivery.com%2Faccounts%2FUSEPAOGWDW%2Fsubscriber%2Fnew%3Fqsp%3DUSEPAOGWDW_1&data=05%7C01%7CYeley.Rose%40epa.gov%7Cb6508834b7fc4e98565708dbc989669f%7C88b378b367484867acf976aacbeca6a7%7C0%7C0%7C638325364191048758%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=BN%2Brus34fdshtEbaQeYX8h4Dn%2Fi%2FoK3AzjiF%2FLHr0vI%3D&reserved=0
https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new?qsp=CODE_RED
https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new?qsp=CODE_RED
https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new?qsp=CODE_RED
https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new?qsp=CODE_RED
https://www.waterisac.org/membership
https://www.waterisac.org/membership
https://www.waterisac.org/membership
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Environmental Topics v Laws & Regulations v Report a Violation v About EPA v

Home Water Resilience Cybersecurity

Water Resilience Cybersecurity Funding

Basics of Water Resilience

Learn about funding options available to support increasing cyber resilience.
Water Resilience Tools

Clean Water State Revolving Fund (CWSRF) | US EPA: Provides assistance to any
public, private, or nonprofit entity for measures to increase the security of publicly

America's Water Infrastructure Act

(AWIA) . . .
owned treatment works, including cybersecurity.
Cybersecurit ~ A ‘ . . .
¥ ey Drinking Water State Revolving Fund (DWSRF) | US EPA: Provides assistance with All-
Cybersecurity Assessments Hazard Risk and Resilience Assessment, Technical Assistance, Equipment, and

Infrastructure, including cybersecurity.
Cybersecurity Planning
Midsize and Large Drinking Water System Infrastructure Resilience and Sustainability Program | US EPA: Provides assistance to medium

Cybersecurity Exercises and Technical and large sized public water systems to enhance protection of drinking water sources from all hazards, including cybersecurity. This
Assistance program is coming FY25!

Cybersecurity Response CISA State and Local Cybersecurity Grant Program (SLCGP) [4: Grant program for states, cities, counties and towns from state

administrative agency. Sub-award applications for cities, counties and towns must be submitted to the respective state administrative
agency. Find more information here on EPA's SLCGP Fact Sheet (pdf) (144.43 KB, 11/22, EPA-810-F-22-013)

Cybersecurity Funding
Contamination
Supply Chain Resilience v
Interdependencies v

Events and Assistance Resources

g Y EA United States Office of Water
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EPA’s Cybersecurity for the Water Sector Website

Report a Cyber Incident

Learn About
Cybersecurity

Respond to an Cybersecurity
Incident Funding

epa.gov/cyberwater

g Y EA United States Office of Water
\_ Environmental Protection
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epa.gov/cyberwater
epa.gov/cyberwater

ANCHOR-CI

* Strategic Federal Partnership: Chartered by DHS in June 2026 and
administered by CISA to provide direct, actionable advice on securing
national critical infrastructure and cyberspace.

* Unified Defense Framework: Bridges the gap between the federal
government, Sector Risk Management Agencies (SRMAs), and local
stakeholders to review emerging threats like terrorism and
cyberattacks.

* Proactive Information Exchange: Fosters the rapid sharin% of security
best practices and vulnerability data to build resilient loca
infrastructure.

* Protected, Secure Collaboration: Operates under a FACA exemption,
allowing public and private sector leaders to share sensitive threat
intelligence in a trusted, closed-door environment.

* Visit cisa.gov/anchor-ci to learn more

g Y EA United States Office of Water
\_ Environmental Protection
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About the Speaker

* Brandon M. Carter, Sr.
Cybersecurity Analyst

 Carter.Brandon@epa.gov

* EPA's Office of Water Emergency
Response and Cybersecurity
(OWERC)

* Cybersecurity Division
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